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VULNERABILITY RESEARCH REPORT

Unhandled IEEE754 Special Values in OBJ File Parser

Wings3D 3D Modelling Software — Version 2.4.1
Reported by: Dr. Mohammadreza Ashouri | ByteScan.net | audit@bytescan.net

1. Vulnerability Summary

Title

Software
Affected Version

Platform

Language

File Type
Vulnerability Type
CWE

CVSS v3.1 Score
Impact
Researcher
Contact
Discovery Date

Report to Vendor

Unhandled IEEE754 Special Float Values in Wings3D OBJ Parser
(e3d_obj.erl)

Wings3D — Open Source 3D Modelling Software
2.4.1 (latest as of 2026-03-31)

macOS 12.3 Monterey (arm64e, Apple M1 Pro) — cross-platform Erlang
runtime

Erlang (OTP)
.obj (Wavefront OBJ 3D model file)
Improper Input Validation — Unhandled Function Clause

CWE-20: Improper Input Validation / CWE-755: Improper Handling of
Exceptional Conditions

6.5 (AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H)

Application crash — Denial of Service

Dr. Mohammadreza Ashouri — ByteScan Security Research
audit@bytescan.net

2026-03-31

sourceforge.net/p/wings/bugs/

2. Affected Component

Wings3D is a free and open-source subdivision modeller written in Erlang, used for 3D
mesh modelling and export to formats such as OBJ, STL, DAE, and GLTF. The OBJ
importer is implemented in e3d_obj.erl, a module in the e3d (Erlang 3D) library bundled

with Wings3D.

Application

Wings3D
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Version 2.4.1

Runtime Erlang/OTP (beam VM)

Platform macOS 12.3 (cross-platform — Linux/Windows also affected)
Hardware MacBookPro18,3 — Apple M1 Pro (arm64e)

Vulnerable File e3d_obj.erl — function str2float_2/2, line 391

Plugin Entry wpc_obj.erl — OBJ import plugin

Source github.com/dgud/wings / sourceforge.net/projects/wings

3. Vulnerability Description

3.1 Root Cause

Wings3D implements its own float parser for reading vertex coordinate values from OBJ
files. The function str2float_2/2 in e3d_obj.erl uses Erlang pattern matching clauses to
parse numeric strings character by character. The implementation handles digits (0-9),
decimal points, minus signs, and scientific notation markers (e/E), but contains no
clause to handle the IEEE754 special value strings 'nan’, 'inf', '-inf', or overflow
exponents such as '1e999'.

When any of these values appear in a vertex coordinate field (v x y z), the Erlang pattern
matcher exhausts all function clauses without finding a match and raises a
function_clause exception. This exception propagates up through the import call stack
and is caught by Wings3D's top-level error handler, which writes a crash dump to ~/
wings_crash.dump and displays an Internal Error dialog to the user. The application
remains running but the import fails completely.

3.2 Vulnerable Code Location

The crash originates in the following call chain, confirmed by the Erlang crash dump
(wings_crash.dump):

e3d_obj:import/1 [e3d_obj.erl, line 46]
e3d_obj :import_1/2 [e3d_obj.erl, line 59]
e3d obj:read 1/4 [e3d_obj.erl, line 195]
e3d_obj:parse/2 [e3d_obj.erl, line 212]
e3d _obj:str2float 2/2 [e3d_obj.erl, line 391]
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'-str2float_2/2-fun-0-' [e3d_obj.erl, line 391] <-- CRASH

The crash dump confirms the exception type as function_clause with argument "." — the
remaining unparsed tail of the float string at the point of failure.

3.3 Trigger Inputs

Three distinct malformed OBJ vertex coordinate values were confirmed to trigger the
crash:

Trigger Value OBJ Field Description Crash
Confirmed

V han nan nan IEEE754 Not-a-Number literal YES —
2026-03-30
23:50
inf v inf inf inf IEEE754 positive infinity literal YES —
reproducible
-inf Vv -inf -inf -inf IEEE754 negative infinity literal  YES —
reproducible
1€999 v 1.0e999 0.0 0.0 Exponent overflow — evaluates YES —
to Inf 2026-03-31
10:22

3.4 Crash Dump Evidence

The following is extracted directly from the Erlang crash dump generated by Wings3D at
~/wings_crash.dump:

Dump written 2026-3-31_10-22
Version: 2.4.1
Window: geom

Reason: function_clause

{e3d_obj, '-str2float 2/2-fun-0-',".",[{file,"e3d obj.erl"},{line,391}]}

{e3d_obj,str2float _2,2,[{file,"e3d_obj.erl"},{line,391}]}
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{e3d_obj,parse,2,[{file,"e3d_obj.erl"},{line,212}]}
{e3d _obj,read 1,4,[{file,"e3d obj.erl"},{line,195}]}
{e3d_obj,import_1,2,[{file,"e3d obj.erl"},{line,59}]}

{e3d_obj,import,1,[{file,"e3d_obj.erl"},{line,46}]}

4. Proof of Concept

4.1 Minimal PoC File

The following is a minimal valid OBJ file that triggers the crash. It is 142 bytes and
requires no special tools to create:

v 0.0 1.0 nan <-- trigger: nan in z coordinate

4.2 Reproduction Steps

1. Install Wings3D 2.4.1 from wings3d.com
2. Launch Wings3D

3. Select File — Import — OBJ

4. Select the PoC .obj file

5. Observe: Internal Error dialog appears immediately
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6. Crash dump written to ~/wings_crash.dump

7. Confirm Reason: function_clause in str2float_2 at e3d_obj.erl:391

4.3 Alternative Triggers

Any of the following values in any vertex coordinate field (x, y, or z) triggers the same
crash:

v nan 0.0 0.0 (NaN literal)

v inf 0.0 0.0 (positive infinity)
v -inf 0.0 0.0 (negative infinity)
v 1.0e999 0.0 0.0 (exponent overflow)

5. Impact Analysis

5.1 Direct Impact

Any user who opens a maliciously crafted .obj file in Wings3D 2.4.1 will experience an
immediate application crash with loss of any unsaved work. The crash is triggered at the
point of file import with no opportunity for the user to save.

5.2 Attack Scenario

An attacker distributes a malicious .obj file via email, file sharing platform, 3D model
repository, or any other file transfer mechanism. The file appears to be a legitimate 3D
model. When the victim imports the file into Wings3D, the application crashes
immediately. Any unsaved work in the current session is lost.

This is a plausible attack vector for Wings3D users as the software is commonly used to
open and convert 3D models from external sources.

5.3 Platform Scope
Although confirmed on macOS 12.3 with Apple M1 Pro, the vulnerability exists in the

Erlang source code of e3d_obj.erl which is platform-independent. The same crash is
expected on all supported platforms: macOS, Linux, and Windows. Any Wings3D
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installation running version 2.4.1 is affected regardless of operating system or hardware
architecture.

6. CVSS v3.1 Scoring

Attack Vector (AV) Local (L) — attacker delivers a file, victim opens it locally
Attack Complexity (AC) Low (L) — no special conditions required

Privileges Required (PR) None (N) — no account or privileges needed

User Interaction (Ul) Required (R) — victim must open the malicious file
Scope (S) Unchanged (U) — crash confined to Wings3D process
Confidentiality (C) None (N) — no data exfiltration

Integrity (1) None (N) — no data modification

Availability (A) High (H) — application crash, unsaved work lost

Base Score 6.5 — MEDIUM

Vector String CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H

7. Remediation

7.1 Recommended Fix

The fix requires adding pattern matching clauses (or a catch-all guard) in str2float_2/2 in
e3d_obj.erl to handle IEEE754 special value strings before attempting numeric character
parsing. Suggested fix at e3d_obj.erl around line 388-395:

str2float 2(Str, Acc) ->
%% Add guards for IEEE754 special values

case string:to_lower (Str) of

"nan" ++ _ -> 0.0; %% or reject with error
"inf" ++ _ -> 0.0;
"-inf" ++ _ -> 0.0;

_ —> str2float_original (Str, Acc)

end.
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Alternatively, use Erlang's built-in string:to_float/1 or list_to_float/1 which handle these
values, wrapped in a try/catch block to return a safe default on failure.

7.2 Additional Recommendations

1. Validate all numeric fields read from OBJ files before passing to geometry processing
functions.

2. Add input sanitization at the parse/2 level to reject non-finite float values before they
reach str2float_2.

3. Consider adding a test case for nan/inf/1e999 to the Wings3D test suite to prevent
regression.

8. Disclosure Timeline

2026-03-31 Vulnerability discovered during OBJ file format fuzzing research

2026-03-31 Crash dump collected — function_clause in str2float_2 confirmed

2026-03-31 Three additional trigger variants confirmed (inf, -inf, 1€999)

2026-03-31 This report prepared for coordinated disclosure

TBD Report submitted to Wings3D bug tracker at sourceforge.net/p/wings/
bugs/

TBD CVE requested via cveform.mitre.org

TBD + 90 days Public disclosure if no patch released

9. Researcher Information

Researcher Dr. Mohammadreza Ashouiri

Organization ByteScan Security Research

Website https://bytescan.net

Email audit@bytescan.net

Location Berlin, Germany

Prior CVEs CVE-2025-65834 (Buffer Overflow, Shotcut/MLT Framework via AFL++)
Research Area Desktop application fuzzing — project file and import format parsers
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ByteScan is a Berlin-based cybersecurity consultancy specializing in vulnerability
research, smart contract security audits, and responsible disclosure. This finding was
made during ongoing research into desktop application security via file format fuzzing,

ByteScan.net | audit@bytescan.net | Berlin, Germany
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